
Slide 1MSG-171 Symposium – Vienna AUT – 24-25 Oct 2019 

The Representation of Information 
Warfare effects in the Synthetic 

Battlespace

Keith Ford 
(Thales UK)



Slide 2MSG-171 Symposium – Vienna AUT – 24-25 Oct 2019 

• Definition
– ‘a concept involving the battlespace use and management

of information and communication technology (ICT) in
pursuit of a competitive advantage over an opponent’

– Offensive
• Deny, corrupt, destroy, or exploit an adversary's information, or

influence the adversary's perception
– Defensive

• Safeguard own ICT systems from similar actions (also known as
information warfare hardening).

– Exploitative
• Exploit available information in a timely fashion to enhance own

decision/action cycle and disrupt the adversary's cycle

Information Warfare

Presenter
Presentation Notes
Goal of gaining information superiority over the attacked party, which includes disrupting or denying the victimized party's ability to gather and distribute informationPsychological operations affect the state of mind of their adversaries by using information against them. Such information like the use of the internet to convince people to subscribe to a specific cause or doctrine. An example could be the recruitment of terrorist.Electronic warfare. This is the denial of information or accurate information to an adversary. Commonly used by way of terrorists organizations, political hackers, and rival countries through the use of the internet. Military deception. This can be described in a way, which means to make the adversary believe one nation's capabilities and intent is far greater than they really are.Physical information warfare is the physical attack on information systems.Security measures, which is the prevention methods used in order to protect the information system so that it is not breached by an adversary.Information attacks. Information attacks are primarily used in order to directly corrupt information without causing change to its original structure and location.
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Information Warfare Effects
Psychological operations

Military deception
Information Attacks

Electronic Warfare

Physical information warfare

Security measures

Presenter
Presentation Notes
Psychological operations Undermine moraleElectronic warfareJamming, restricting use of the Internet. DOS attacks Military deceptionUse of wooden tanks in WW2Operation Overlord would take place in the Pas De CalaisPhysical information warfareDestroy CIS infrastructureSecurity measuresAnti-virus, vetting. firewallsInformation attacksFake News
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Lines of Communications 
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Communication Influencing
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Communication Media

E-mail Texts Web Sites
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Elements of a Representative Exercise

HQ Team
(Trainees)

LOCON

HICON

EXCON
Simulation

Role 
Players C2SIM



Slide 8MSG-171 Symposium – Vienna AUT – 24-25 Oct 2019 

Previous Research

TTCP JSA2 KTA 3 Model
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3 Axis Battlespace Model

Environment

Live

Virtual

Constructive

Cognitive

White Force Role Players AI Commander

Information

Retrieval Layer

Connection Layer

Relationships Layer

Access Layer

Content Layer



Slide 10MSG-171 Symposium – Vienna AUT – 24-25 Oct 2019 

5 layer Communication Model

Cognitive
(Human and AI)

Information

Environment
(Real and Synthetic)
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and location of objects Decision to send message 

(media and content)

Retrieval Layer

Connection Layer
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Access Layer

Content Layer

Defines delays in receiving 
messages

Defines connectivity between 
sender and receiver

User must have access to CIS 
equipment

Enables recipient or content of 
message to be changed

Defines who is connected to who 
and how
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Communication Model - Example
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Communication Model Interfaces
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Introduction of Cyber Effects
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Implementation

Cognitive
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The Art of Simulation
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Demonstration of Degradation of Communications 
Using Real Equipment 
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Demonstration of Message Propagation 
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Implications for Future Simulations
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Capabilities Required in the Future Synthetic 
Battlespace

Human Behaviours
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• Future simulations need to include additional
capability to adequately represent modern warfare

• Inclusion of information warfare effects can be
incorporated within current simulation architectures

• Proposed Communication Model provides a
structured approach to degrading/changing/
blocking messages

• Need for additional data types and standards
• Requirement for higher-fidelity behaviour models

Conclusions
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